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Introduccion

Convergencia tecnoldogica

1123 4 5
6789 1 11 12
1314151617 18 19

201211222324 25 26
27128129 30 31

Mundo hiperconectado e Mundo digitalmente
instantaneo modificado

Entorno: Volatil, Incierto, Complejo y Ambiguo.
Velocidad y habilidad para cambiar se convierten en capacidades clave
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Introduccion

Computacién Internet de las
en la nube cosas

Grandes datos

yanalftica Redes sociales

DATOS PERSONALES
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Introduccion
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3. industrial revolution
uses electronics and IT to
achieve further automation
of manufacturing

2. industrial revolution
follows introduction of
electrically-powered mass
production based on the
division of labour

A
=
<
S8
=
=
2

1. industrial revelution
follows introduction of
water- and steam-powered
mechanical manufacturing
v facilities -
End of Start of 1970s
18th century Source- DFKI 2011

Kagerman, H. y Wahlster, W. (2013) Recommendations for implementing the strategic initiative INDUSTRIE 4.0. April. Recuperado de:
http://www.acatech.de/fileadmin/user_upload/Baumstruktur_nach_Website/Acatech/root/de/Material_fuer_Sonderseiten/Industrie_4.0/Final_report__Industrie_4.0_accessible.pdf
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Introduccion

Garantizar la proteccion y seguridad de los datos
Financiar su implementacion

La tecnologia aun es inmadura

Segmentar las estructuras y procesos establecidos

Administrar la complejidad resultante

Semantica unificada para la comunicacion entre las
maquinas

Obstaculos a superar para alcanzar el concepto

de industria 4.0

IDC - ¢Qué obstéculos necesitamos superar para alcanzar el concepto de Industria 4.0? Recuperado de: http://www.welivesecurity.com/la-es/2015/11/03/industria-4-0-desafios-
seguridad-informatica/
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Transformacion digital
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Disruptionis ...

Detectable

Clear

Inevitable

Detectando discontinuidades ...

New normal

Faint signals
with lots of
noise

Emergence
of a validated
model

Critical mass
of adoption
achieved

At scale and
mature
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Decisive
impact

New business
model

—_

Incumbent’s
business
model

Negligible
impact

Time

Incumbent’s move Action Acceleration Adaptation
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Avoidance

} Inertia Fit
of pain

Common barrier
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Algunas discontinuidades ...

EXHIBIT 1 | Industries Are at Different Stages in the Adoption of Digital Technology

Impact of dightization
3

Fully digitized players own the market with online stores and
services such as Amazon and Netflix

RETAIL
Online retailers gaining market share, especially in segments like
electronics

ELECOM, INSURANCE, AND BANKING
Digital has been a major focus in all three industries, with both customer-facing
initiatives (such as online offerings/stores) and back-office improvements

ital-transformation

CONSUMER PACKAGED GOODS
No major digital disruptions yet; most initiatives have been in supply
chain management and product development

AUTOMOTIVE
Optimization mainly in supply chain management and customer-facing
ventures such as websites

LOGISTICS
Few disruptive players; some digital optimization, such as route optimization in
parcel debivery, but little digital in shpping

HEALTH CARE
Digitization just beginning, with a few examples of front-office and R&D-focused
initiatives

ENERGY

Extremely limited use of digital, pnmarily in internal operations

Point on digitization journey

Several major disrup- <> Disruptive moves (by pure online players, for Effect of digitization is still unknown, and
tions have occurred example) have affected these industries, but disruptive changes remain to be seen;
the final outcome is still to be determined these industnes are very similar in their
overall level of digitization
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Source: BCG analysis.
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https://www.bcgperspectives.com/content/articles/transformation-large-scale-change-technology-business-transformation-how-jump-start-digital-transformation/

Barreras para alcanzar madurez digital en las organizaciones

FIGURE 2: While a lack of strategy hinders early and developing companies, security
Issues become a greater concern for maturing digital companies.

45% 29%

Early Developing Maturing

1. Lack of strategy 1. Too many priorities 1. Too many priorities

Top Barriers S _
by Maturity 2. Too many priorities 2. Lack of strategy 2. Security concems

Slage 3. Lack of management 3. Insufficient tech skills 3. Insufficient tech skills

understanding

Graphic: MIT Sloan Management Review/Deloitte University Press | DUPress.com

Kane, G., Palmer, D., Nguyen, A. Kiron, D. y Buckley, N. (2015) Strategy, not technology, drives digital transformation. Becoming a digitally mature enterprise. Research Report Deloitte - MIT
July. Recuperado de: http://dupress.com/articles/digital-transformation-strategy-digitally-mature/
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http://dupress.com/articles/digital-transformation-strategy-digitally-mature/

Hacia un mundo digitalmente
modificado
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modificado
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Identity and
Security
Tools that
manage user
authentication
and system
access, as

well as secure
the product,
connectivity, and
product cloud
layers

-

PRODUCT CLOUD

Smart Product Applications
Software applications running on remote servers that manage the monitoring,
control, optimization, and autonomous operation of product functions

Rules/Analytics Engine
The rules, business logic, and big data analytical capabilities that populate
the algorithms involved in product operation and reveal new product insights

Application Platform
An application development and execution environment enabling the rapid
creation of smart, connected business applications using data access,
visualization, and run-time tools

Product Data Database
A big-data database system that enables aggregation, normalization,
and management of real-time and historical product data

CONNECTIVITY

Network Communication
The protocols that enable communications between the product and the cloud

PRODUCT

Product Software
An embedded operating system, onboard software applications,
an enhanced user interface, and product control components

Product Hardware
Embedded sensors, processors, and a connectivity port/antenna that
supplement traditional mechanical and electrical components

IV Congreso Internacional Proteccion de Datos SIC
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External
Information
Sources

A pgateway for
information
from external
sources—such as
weather, traffic,
commodity and
energy prices,
social media,
and geo-
mapping—that
informs product
capabilities

Integration
with Business
Systems

Tools that
integrate data
from smart,
connected
products with
core enterprise
business systems
such as ERP, CRM,
and PLM

£'d"a1qWIBIAON ‘M3INaY

ssauisng pJoAipl “uoizedwod Sujwaojsued) aJe snposd paldsuuod ‘uews MoH (yT0g) o ‘uuewpddsH A “|\ ‘4o0d




Fastor and Easior Integration

The need for fast and flexible * Open Platfoms
integration will be paramount  [lllEEEs

as the number of digitization » Open Services
opportunities increases.

* Mext Generatic

modificado

Graater Mobility and
Productivity

Employees and customers
expact to access information
anywhere and at any time.

A 4

+ Enterprisa Social Metworks
+ Wext Genaration Batterlas
+ Virtual Education

» Enterprise Apps for Moblle
» Moblle-F d Hardware

Straaming

Fastar Transfor of Diverse
Sources of Data

As the velocity and volume

of data have increased,
technologies that can facilitate
the rapid transfer of large
datasets bacome critical.

Yy
| 1

= Wirelass Sensor Metwork

» Open 551 Encryption

More Secure Transactions
An increasing number of e
interactions Iﬂwﬂ virtually, = Blockchain

from purchases to data - Mear-Flald Communication
transfer, and need to be kept « Advanced Threat

safe and secure. anticipation

Hacia un mundo digitalmente

Improved Computing

Power and Storage

Many digitization opportunities
rely on increases in power

and reductions in the cost of
storage and procassing.

» Enterprise Flash Array

um Computing

» Distributed Ciata Proo
+ Hybrid Cloud

Emart Machines

Capable of Physical Tasks
The ability of machines to
conduct unstructured tasks
and to interact and work with
humans is improving rapidly.

Botter Interactions with
Technology

Intuitive technologies and
interfaces will be key factors
when halping employees and
consumers make sense of
diverse data.

CEB - Ecosistema tecnoldgico para una transformacion digital - 2016

JCM16-All rights reserved
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« Autonomous Viehiclas
» Matural Language
F

= Machine

Language Tra

« 30 Printing

+ Machine Learning
+ Blg Data Vis tlan
» Cognitive Computing

= \Virtual Reality

neration Touch

« Augmented Feallty

= Ultra-High-Denintion
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Tensiones emergentes en la proteccion
de datos personales
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Elementos que generan tension en la protecciéon de los
datos personales

INFLUENCIA'Y CONTROL: REGULACIONES
NUevos adelantos tecnoldgicos, e e oON Ol BT NACIONALES:

Negocios basados en necesidades de e onales

las personas negociados con inversiones
internacionales
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ENTENDIMIENTO DE LA PRIVACIDAD:

Como servicio o como derecho
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Actuales y Nuevos Normales en la
proteccion de datos personales
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Actuales y nuevos normales en la proteccion de datos
personales

PROTECCION DE LA INF.

Acceso a personas autorizadas

JCM16-All rights reserved

DATOS
PERSONALES

MUNDO CONOCIDO Y TURBULENTO

IV Congreso Internacional Proteccion de Datos SIC

DISPONIBILIDAD

Tiempo, medio y formato

CUMPLIMIENTO

Atencion y aseguramiento de
normas y estandares
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Actuales y nuevos normales en la proteccion de datos
personales

Mantener secretos es cada

Atender los incidentes de
vez mas dificil

seguridad es prioridad

Atender los riesgos

propios del tratamiento NUEVOS Conocer mejor los flujos
de lo datos es esencial NOJ AN ES de informacion es clave

Analizar las creencias de
las personas sobre lo
publico es relevante

|dentificar las expectativas

de las personas es
fundamental

IV Congreso Internacional Proteccion de Datos SIC
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Actuales y nuevos normales en la proteccion de datos
personales

Seudonimia

Cambio de identidad de los datos
gue se tiene registrados, que
eviten la identificacion de una
persona o su contexto

Controlador / Procesador / Titular
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Responsabilidad digital corporativa
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.' Primary benefits

JCM16-All rights reserved

Responsabilidad digital corporativa

Improved cost control Enhanced customer Better product
and risk mitigation loyalty and market share differentiation and brand

O Secondary benefits

Accenture (2016

New revenue
streams

22
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Reflexiones finales
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Proteccion
de datos
personales

JCM16-All rights reserved

Reflexiones finales

La privacidad establece un reto para los individuos, las
organizaciones y las naciones, como quiera que genera tensiones
que construyen dilemas donde los beneficios de unos son
desventajas para otros.

El mundo digitalmente modificado, establece un reto de
reconocimiento y balance de fuerzas entre adelantos
tecnologicos, regulaciones nacionales e internacionales y el
entendimiento de la privacidad (servicio o derecho).

El debido cuidado en el tratamiento de la informacion, que asiste
a la responsabilidad digital empresarial, se convertira en una
norma de facto para las empresas de este siglo que aspiran a ser
protagonistas en su sector de negocio.

IV Congreso Internacional Proteccion de Datos SIC 24
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